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The current EU regulatory framework for e-commerce and electronic contracts in particular

mainly consists of three directives:
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Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000
on certain legal aspects of information society services, in particular electronic

commerce, in the Internal Market ('Directive on electronic commerce')
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Directive 1999/93/EC of the European Parliament and of the Council of 13 December

1999 on a Community framework for electronic signatures
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Directive 97/7/EC of the European Parliament and of the Council of 20 May 1997 on

the protection of consumers in respect of distance contracts
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Directives do not have a direct effect on the EU member states. Each EU-directive allows the

member states a certain period in which the member states have to convert the directive into

national law. As an effect, national laws in one member state could be not identical with laws

of another member state, although both base on the same EU-directive. Nevertheless national

laws must not be contradictory to EU-directives and every authority, administration or court

has to use national laws in accordance to the EU-directives. The result is: if you want to learn
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about the regulatory framework for electronic contracts in the EU, it is sufficient to give

expert advice about the EU-directives.
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The EU regulatory framework e-commerce, similar to general commerce, needs to tackle a lot
of questions that arise in business relations. Among others these may concern judicial ones
like refutations, lacks of wills, guarantees or rules according to the burden of proof. Or it may
concern practical questions like means of payment, transactions or taxes.
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Payment: To begin with the more practical ones, an essential question is: How can [ pay the
goods I have ordered? It is possible to pay with “normal” means like credit card, bank transfer
or by bill. But presently some companies are trying, based on the “directive on the taking up,
pursuit of and prudential supervision of the business of electronic money institutions™', to
establish some kind of electronic money. Examples are CyberCoin” or PayPal’. Except for
the latter which gained publicity due to eBay® the usage is not very common.’
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' Directive 2000/46/EC
> www.cybercash.com
* www.paypal.com
* www.paypal.com — Help Center — About PayPal
’ Hoeren — Skript Internetrecht, p. 284f - http://www.uni-muenster.de/Jura.itm/hoeren/
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Taxation: Another issue connected to eContracts is the taxation of these. Since in Europe
there is no common tax system and since eContracts do not pay any attention to national
borders the question of the taxation of cross border contracts is very important. Within the EU
the Value Added Tax (VAT) rules for mail orders apply to eContracts if goods are sold and
delivered. According to these rules the location of the server decides which amount of tax is
to pay. The real problem occurs if there is a non EU State implicated in the contract because
in that case no taxes are collected or if there is no delivery of goods like the download of
games or music.’ As a basic principle of the EU VAT system was that the existing tax law is
sufficient for eCommerce, the taxation follows the common rules.” So, these electronically
delivered services originated in the EU were always subject to the VAT irrespective of the
place of consumption. On the other hand it also implied that data originating from a server
outside the EU was not weighed down with taxes. After the identification of this problem the
EU issued an amending directive regarding the value added tax arrangements applicable to
radio and television broadcasting services and certain electronically supplied services." Now
the services shall be taxed at the recipient’s place of the services.” This comprehends that
services which are not intended to be put onto the European Market still will not be taxed.'
So there remains a problem to be solved.
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% http://www.internetpolicy.net/e-commerce/dontpanic.pdf $.63
! http://www.internetpolicy.net/e-commerce/dontpanic.pdf S. 64
* Directive 2002/38/EC
® Directive 2002/38/EC (3)
"% http://www.internetpolicy.net/e-commerce/dontpanic.pdf S. 64
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Authentication: Regarding the problem of the probative force of electronic documents, the
Electronic Signature Directive tries to unify certain standards so that the users can trust into
those documents. Unfortunately the Electronic Signature Directive can not solve the problem
of the probative force in total. For example, how can you prevent someone avoiding a
contract by claiming that he never sent the message, or that someone else pretended to be
him?'"' So you need an electronic signature that is equal to a handwritten one but this process
is very complicated. Firstly one has to acquire a signature key. Therefore it is necessary to file
a relevant application with a certification service provider and a reliable identification of the
applicant is needed. After that the future signature ordinance must contain: the name of the
signature key holder or pseudonym, allocated to him, the allocated signature key, the
specification of the algorithms necessary for use, the sequential number of the certificate,
commencement and end of the validity, the name and state of origin of the certification
service provider and finally the statement that it is a qualified signature.'” After having
fulfilled all those requirements it still remains uncertain in which way the judge will consider
the electronic document."’
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Overarching Issues: The broader e-commerce regulation concerns issues that can not be
limited by borders as for example the work “inside” the internet. To ensure that there is no
obstacle for any user of the internet, who wants to participate in that work, conditions of
access have to be equalized. So the current EU regulatory framework tries to ensure the
unification of certain standards. So on the one hand the E-Commerce Directive deals with

subjects relating to eContracts such as the conclusion of contracts. On the other hand it

" hitp://www.internetpolicy.net/e-commerce/
"2 e-commerce law in Europe ant the USA p.173, Spindler, Bjorner, Berlin2002
" Hoeren — Skript Internetrecht, p.267 - http://www.uni-muenster.de/Jura.itm/hoeren/
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considers several points which are connected to eCommerce in a more general way like the

principle of country of origin and the involved prohibition of restrictions.
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Bridge between e- and non-e-commerce: As eCommerce is related to several other issues
concerning the delivery of goods, complaints or intellectual property rights several other not
e-commerce specific directives are applicable to e-commerce. For instance the Consumer
Credit Directive which protects consumers when they use contracts about credits, financing or
rate delivery. Others are the “directive on unfair terms in consumer contracts”, “the directive
on certain aspects of the sale of consumer goods and associated guarantees” and the “directive
concemning the distance marketing of consumer financial services” which are applicable to e-
commerce, 100.
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Implementation: The use of directives on the other hand creates some difficulties. too. Since
the legal systems in the EU remain different, the private international law has to determine the
rules adaptable to arising issues. Article 3 I and I E-Commerce Directive concern the country
of origin principle, but it is not absolutely clear if this is a rule of the private international
law.'* Although Art 1 IV ECD is contradicting an interpretation in this direction one can
understand this regulation as a private international law rule. Against this background the
majority view is that the country of origin principle refers to material aspects of law.”> As a

conclusion of this, the law of that country would be applicable, where the provider of the

" RIW 2002, p. 191
* RIW 2002, p. 192
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services established his office. Others understand this regulation as a referral to the principle
of benignity. This would mean that the material law from his country of origin only applies if

it is the most advantageous.
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Another interpretation is the exegesis as a collective referral, including the private

international law of the country of origin. '°
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To sum up, one can say that the regulatory framework is interlaced very well into a net of
other different directives. Although there are some problems that are not already solved
finally by the EU regulatory framework like the probative force of electronic documents,
electronic money or the taxation of international online services, several problems like E-
Procurement, general terms and conditions or means of payment are already in solution.
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Further steps:
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« With the growing importance of electronic commerce, regulatory challenges also grew
in size. Aspects like identity theft, unsolicited mail (spam), infringement of privacy,

malware (dialers), phishing, hacking or general online fraud require new approaches.
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o To deal with the problems related to growing importance of electronic commerce, the
EU induced the “E-Confidence-Initiative” in May 2000. In order to this, the
Organisation for Economic Co-operation and Development (OECD) released
guidelines i 1999 and 2003 how to handle e-commerce, how to judge reliable
platforms, etc. Companies could be labelled for quality and reliability by a

certification system developed with the input of consumer organisations and industry

representatives at international level leading to a wide use and acceptance for these
labels.
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« The On-line Dispute Resolution shall help those who became victim to malicious or

negligent e-commerce in a quicker and cheaper way than courts. If confidence in E-

commerce 1S to expand, consumers need speedy access to justice.
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The security of payments shall be raised by the adoption of the electronic signature
Directive on the one hand, at the same time on the other hand the awareness of, the
technological support for shall be raised, e.g. by the duty of the business-seller to give
the customer a chance to check his order for mistakes, etc., and point the customer's

attention to that possibility.
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At last the data privacy shall be protected better. Safe payment systems should be
developed. Uncertainties regarding the insecurity of payment could be solved by
secure or reliable new payment systems, that are widely accepted and relied upon,
such as PayPal with 58 million registered users from 56 countries and covering even

,micro payments” with such small amounts, causing more costs than the amount

transferred. Yet still the highest priority must be assigned to data protection.
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There is also consideration to establish an EU Research Institute for Consumer Affairs.
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Another foreseen mean is to develop the ,System for Rapid Exchange of
Information* (“RAPEX”) for competent nominated authorities to swiftly exchange
information and communicate urgent wammings and a soundly-structured national
enforcement system staffed by well-trained, competent authorities belonging to a

single rather than multiple ineffective administrative organisation.
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Feedback from enterprises on concrete examples of unfair practices in B2B e-markets

will be encouraged, being collected through existing business networks, such as
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European e-Business Legal Portal, the European B2B e-marketplaces portal and the

national e-commerce contact points.
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To raise the consumers' trust in e-commerce, a constructive dialogue between

consumers and manufacturers and distributors should be supported, including the

consultation of consumer organisations to create a climate of confidence.
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As further steps general projects shall reveal their results by September 2006 and a
legal conference shall take place 27 and 28 November 2006 validating the results for
B2B issues. A study on the economic impact on B2B e-markets on competitiveness
and productivity shall be initiated.
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