Chapter 5 :
CONSTITUTIONAL RIGHTS AND NEW TECHNOLOGIES
IN GERMANY

Thomas Hoeren and Anselm Rodephausen*

5.1 INTRODUCTION

The progressive digitalisation of virtually ail sectors of German society has had
deep impact on the constitutional-rights system. Before describing how these de-
velopments affect the interpretation and implementation of several constitutional
rights or whether those rights even have an active influence on the use of ICT, we
shall briefly outline the German system of constitutional rights. ‘

In Articles 1 to 19, the German Constitution (Grundgesetz, hereinafter: GG)
guarantees several fundamental rights — so-called basic rights — which bind the
legislature, the executive, and the judiciary as directly applicable law. Beside these
federal rights, most Constitutions of the sixteen federal states of Germany contain
their own basic rights. According to Article 31 GG, federal law has precedence over
the law of the individual federal states; therefore, the basic rights of the federal
states are of minor importance and shall be omitted in this chapter.

The main function of the basic rights warranted by the German Constitution is to
protect the individual from the state' - that is why these basic rights are also
described as defensive rights. One way of enforcing these individual rights is to
appeal on an institutional issue to the Federal Constitutional Court {Bundesver-
fassungsgericht, BVerfG]; this is called *Verfassungsbeschwerde’.” In addition to
their primary function as defensive rights, a third-party effect of basic rights (hori-
zontal effect) (‘mittelbare Drittwirkung®) has been constructed.’ This means that
these basic rights may also have an impact on the interpretation of private law.

* Prof. Dr. Thomas Hoeren is Professor in Information, Media and Business Law at the Faculty of
Law, University of Miinster, and Head of the Institute for Information, Telccommunications and Media
Law (ITM); Mag. jur. Anselm Rodenhausen is Junior Researcher at ITM.

1 See BVerfG 15 January 1958, B¥erfGE 7, 198, 204.

2'See Art. 93 para. 1 No. 4a GG '

3 See BVerfG 11 May 1976, BVerfGE 42, 143, 148; BVerfGG 12 November 1997, BVerfGE 96, 375,
398, and also Jarass 1995, p. 345, 352.
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CHAPTER FIVE

To ascertain whether a basic right has been violated involves three steps: deter-
mination of the extent of protection of the relevant basic right; identification of an
encroachment; and potential justification of the encroachment.

5.2 HISTORY OF DIGITAL CONSTITUTIONAL RIGHTS AND CHANGES IN THE
CONSTITUTIONAL SYSTEM

In spite of ICT’s advances, a term like ‘digital constitutional rights’ has yet not been
added to German legal terminology. Only a few publications deal exclusively with
this specific issue. In fact, the impact of new information and communication tech-
nologies has generally been analysed in the course of broad discourses about sepa-
rate basic rights. The studies of Alexander Rossnagel, et al. in the late eighties were
the first to solely but comprehensively cover this topic.*

Examining the impact of ICT notas a whole, but in conjunction with each basic
right, has continued in the new millennium. Hence, the history of interpreting basic

rights with regard to ICT and the changes to the constitutional system will be shown
for each basic right.

53 PRIVACY-RE.LATED RIGHTS
5.3.1 Privacy and data protection °

Neither privacy nor data protection is explicitly mentioned in the German Constitu-
tion. Although neither is specifically codified, they are part of a fundamental right
that is considered to be expressed in Article 2 paragraph 1 and also in Article 1
paragraph 1 of the German Constitution: the ‘general right of personality’.¢ Article
2 paragraph 1 GG reads: :

‘[e]very persdn shall have the right to free development of his personality insofar as he

does not violate the rights of others or offends against the constitutional order or the
moral law.’

This broad phrasing leaves room for interpretation and underlines the function of
this basic right as a catch-all element. Due to the Jurisdiction of the Federal Consti-
tutional Court, the extent of protection of the general right of personality contains

4 See, for example, Rossnagel, et al. 1990, p. 308, for further references,
S For the major changes concerning the inviolability of the home, see below 5.3.2.
¢ As an autonomous fundamental right, it was evolved by the Federal Court of Justice (BGHZ 13,

124 ~ Leserbrief) and was later adopted by the Federal Constitutional Court (BVerfGE6,32,41 — Elfes-
Urteil), .
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diverse items, such as the account of & person in public,’ the protection of personal
honour® portrait rights, the right of informational self-determination,’ the privi-
lege against self-incrimination,'® and also privacy.'! The right of informational
self-determination is based on the Constitution; it is also referred to as the funda-
mental right of data protection.”

Generally speaking, an act of state that restricts these rights is justified if it is has
a legal basis and if it is proportional. Whether the act is proportional has to be
assessed by appreciation of the values at stake. Since the development of the gen-
eral right of personality, the courts and literature have always stressed the relation-
ship of this basic right to the guarantee of human dignity in Article 1 paragraph 1
GG, which is the highest value of the German Constitution.'? This affects the rela-
tionship of the general right of personality to other values like public security or the

inviolability of the body. \
Although privacy and data protection'coincide in some cases of legal practice,
they will be analysed separately. .

Current developments concerning privacy

The right to privacy as part of the general right of personality includes matters
typically considered as private because of their informational content; it also in-
cludes a spatial area in which the individual can relax and find peace.' The Federal
Constitutional Court discerns different levels of protection: the private sphere and
the intimate sphere. Only the intimate sphere is fully protected.'

Before describing how some new technologies actually affect the constitutional
protection of privacy, we shall first give a brief overview of the most frequently
discussed topics conceming privacy and ICT in Germany. Both aspects of privacy
protection — matters that are private because of their content and the private spatial
_ area — face interferences due to recent developments in different ICT areas.

7 See BVerf(G B December 1983, BVerfGE 63, 131, 142; BVerfG 3 June 1980, BlerfGE 54, 148,
155. '
% See BVerfG 3 June 1980, BVerfGE 54, 208, 217; BVerfG 14 January 1998, BVerfGE 97, 125,
147; see also the Federal Administrative Court [BVerwG] 23 May 1989, BFerwGE 82, 76, 78.
9 See BVerfG 15 December 1983, BVerfGE 65, 1, 43 — Volkszahlung; BVerfG 11 June 1991,
BVerfGE 84, 192, 194,
105ee BVerfG 8 July 1997, BVerfGE 96, 171, 181; see also Starck, in Von Mangoldt, et al. 2005,
Art. 21, 100,
1t See BVerfG 26 April 1997, BVerfGE 90, 255, 260.
12g.g, Gurlit 2006, p. 43.
13 Gee BVerfG 12 November 1997, BVerfGE 96, 375, 398; soe also P. Kunig in Von Milnch and
Kunig 2000, Art. 1 L, 14.
14 See BVerfG 15 December 1999, B¥erfGE 101, 361, 382.
15 See BVerfG 14 September 1989, BFerfGE 80, 367, 373; BVerfG 14.12.2000, B¥erfGE 103, 21,
3L
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General appreciation of privacy versus security

In 2001, when the threat of terrorist assaults became eminently visible, political
discussions began in Germany on how new technologies could be used to fight
these menaces. By the end of 2001, the German parliament had already adopted
- two anti-terrorism measures, which changed seventeen bills and transferred, inter
alia, more authority to the German intelligence services and effected the imple-
mentation of biometric identification measures — such as facial scans and finger-
prints ~ in passports.'® The Anti-Terrorism Act [Zerrorismusbekimpungsgesetz],
which increased the powers of the German intelligence services, was an immediate
response to the September 11 attacks. Although it was originally intended as a tem-
porary bill until January 2007,"” this limit was eliminated in the Supplementary
Anti-Terrorism Act {Gesetz zur Erganzung der Bekampfung des internationalen
Terrorismus).'® '

In the run-up to the FIFA World Cup 2006 in Germany, a number of public
institutions demanded advanced measures, but these were not adopted. However,
when two abortive bomb attacks on German regional trains were revealed, the dis-
cussion started again and is continuing to date.' Besides anti-terrorism measures,
there have also been discussions, some major court decisions, and several changes
in bills regarding how to use ICT - particularly surveillance technology — in the
battle against organised crime.? _

Whether such measures violate or respect the fundamental right to privacy de-
pends on the relation between privacy and security in each particular case. As men-
tioned before, privacy is part of the general right of personality and is therefore
related to the guarantee of human dignity in Article 1 paragraph 1 GG. The right of
human dignity cannot be subjected to amendments by basic law.?! This argument
can often be heard by those opposing the security measures. Privacy is claimed to
be one of the fundamenta? liberties of the German democratic society, and the re-
luctance to taking severe security measures can be ascribed to historic experiences
during the Third Reich and the German Democratic Republic. On the other hand,

there is also the question of the value of security, which is backed by the constitu-
tional right to life and physical integrity in Article 2 paragraph 2 GG This article
was consciously inserted at the beginning of the Constitution again as a reaction to

16 Those were installed in October 2005; see press release of the Federa] Ministry of the Interior:
<http://www.bmi.bund.delcln_OZ8/nn_66292Sﬂntemethontent/Nachrichten/Archiv/Pressemit
teilungen/2005/06/G8__Innen__Justizminister html>, - '

' Entry into force 1 January 2002.

'* Enty into force 11 January 2007.

% See declaration of the German Federal Secretary of the Interior, Dr. Wolfang Schiuble, <http://
www.bmi.bund de/cin_028/nn_662928/internet/Content/N achrichten/Pressemitteilungen/2006/08/
Statement__Kofferfunde.htmb>; for the legislative procedure of a counterterrorism data base, see be-
fow n. 51 and surrounding text.

2 See below 5.3.2.
2 See Art. 79 TN GG,
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the experiences during the Third Reich and to demonstrate its tremendous value
and importance in the system of constitutional rights.” The basic right expressed in
Article 2 paragraph 2 GG also contains an active duty [‘Leistungspflicht’] of the
German State to protect life and physical integrity against illegitimate encroach-
ments of other civil persons.” This means that the public autherities are obliged to
take action in order to guarantee these fundamental rights.

Even after the recent discussions about terrorism and organised crime, the simple
conclusion can not be drawn that either privacy or security has prevailed over the
other. In fact, the Federal Constitutional Court has repealed some electronic-sur-
veillance measures and accepted others under certain licensing requirements.* It is
all about the proportionality of a measure in the individual case.

Video surveillance
One example of the conflict between privacy and security is video surveillance of
public spaces by the police. In 2003, the Higher Administrative Court of Baden-
Wilrttemberg was the first upper court to assess the legitimacy of a pilot project in
which several streets and squares in a German city centre were monitored round-
the-clock by eight video cameras. Images were saved on a digital video server and
deleted after 24 hours.?* In its decision, the court struck a-compromise between the
advocates of such observations and privacy guardians. Video surveillance of public
spaces is legitimate under strict preconditions as a precawtionary measure for en-
suring safety. The main condition is the objective unsafeness of the place to be
monitored. This means that there must be facts that provide an informative basis to
assume the place will be the site of crimes. The degree of probability of crimes
being committed there should be higher than in most other places in the same city.
The court took into consideration that video surveillance of public places consti-
tutes an infringement of privacy and of the right of informational self-determina-
tion of passers-by. Only the preconditions made the measure proportional. In
principle, this compromise has been accepted by the literature.?® This meant that
for a long time, an expansion of video surveillance such as occurred in London did
not seem to be admissible, However, after the abortive bomb attacks, politicians
have called for a more intensive observation of stations and trains.

The discussion about video surveillance of work places is closely related to this.
Whether or not monitoring by the employer violates the general right of personality
of the employees also depends on the proportionality.

2 See BVerfG 1 August 1987, BVerfGE 49, 12, 53.
3 See BVerfG 21 June 1977, B¥erfGE 45, 187, 254; BVerfG 28 January 1992 B¥erfGE 85, 191,
192 for the protection of life; and BverfG 14 January 1981, B¥erfGE 56, 54, 78 for the protection of
physical integrity.

2 See BverfG 3 March 2004, BFerfG, NTW 2004, 999 et seq.

B VGH Mansheim 21 July 2003, NVwZ 2004 p. 498,

26 See Ogorek 2004, p.608; see also Von Stechow and Von Foerster 2004, p. 202.
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In 2004, the Federal Labour Court {Bundesarbeitsgericht, BAG] decided that
the video surveillance of a postal distribution centre where some letters had disap-
peared was not proportional.?’ In this particular case, the court stated that perma-
nent surveillance pressure can strongly affect the employees’ privacy and is not in
proportion to the risks of the employer.?®

Application of GPS for criminal prosecution

Another example of the constitutional relationship between privacy and security is

the application of new technologies in preliminary proceedings,. i.e., during the
stage prior to a criminal charge in the sense of Article 6 ECHR. In 2001, the Federal
Court of Justice had to decide whether GPS data that had been recorded in the
preliminary proceedings could be used as evidence in a trial against a terrorist sus-
pect.”” The court decided that the use of GPS data is included in the German Code
of Criminal Procedure {Strafprozessordnung, hereinafter: StPO], but this can also
involve other surveillance measures such as an ‘all-around surveillance’, which
would be an encroachment of privacy that could not be legitimated. In the same
case, the Federal Constitutional Court emphasised that the use of new technologies
in preliminary proceedings can strongly affect the general right of personality — in
particular when those surveillance measures are unknown to the suspect.’® There-
fore, these measures require certain procedural regulations in order to be propor-
tional. Because of rapid technical developments, the German legislator must keepa

close eye on developments and, if noeessary, enact new laws to maintain a high
level of privacy protection.>'

Consideration of privacy in relation to communication-related rights

Another, completely different, aspect is the conflict between the general right of
personality — including the individual’s portrait rights, free speech, and the account
of a person in public — and communication-related rights. The starting point for our
considerations is the relation between the general right of personality and the basic
rights in Article 5 GG. These are, among others, the freedom of expression, the
freedom of the press, and the freedom of art. In the leading decision, the Federal
Constitutional Court affirmed the high value of the general right of personality and
approved the proscription of a novel that portrayed the life of a famous German
actor and his role in the Third Reich, 32

Meanwhile, the position of the communication-related basic tights is sustained
by a right called “the information interest of the citizen’. Several media-related

7 BAG 29 June 2004, BB 2005 p. 102.

* See BAG 29 June 2004, BB 2005 P- 102 at p. 107; see also Wolf 2005, p. 108.
 BGH 24 January 2001, BGHSY 46, 266.

3 BVerfG 12 April 2005, 08 CR 2005 p- 569 atp. 572.

% See again BVerfG 12 April 2005, 08 CR 2005 p. 569 at p. 572.

32 BVerfG 24 February 1971, DOV 1971 P- 554 — Mephisto,
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decisions refer to this right** Nevertheless, the constitutional basis for this right is
very loose and is disputable. The fundamental decision made in 1973 categorised it
in the freedom of reporting by means of broadcasts and films (Art. 5 para. 1s.2
German Constitution);™ others see the freedom of the media or the freedom of
information (Art. 5 para. 1 s. | German Constitution) as the constitutional setting.*
In-any case, in literature and jurisprudence, the information interest of the citizen is
seen as a constitutional right or, as the case may be, a constitution-related right.
Although the relation between privacy and communication-related rights is rel-
evant to many cases involving new technology, and new media in particular, this
relation is rarely visible in specific legal provisions. In most cases, such as the
violation of the right to an individual’s picture on the Internet, conflicts can be
solved through general constitutional and civil law (one only has to mention the

. decision of the Furopean Court of Human Rights in 2004 concemning Princess

Caroline, which partly contravened the Rrior jurisprudence of the Federal Constitu-
tional Court and the Federal Court of Justice, and therefore caused a stir in Ger-
many).*® Now, we will discuss two recent problems concerning specific digital
technologies.

Publishing personal information by a search engine

An example of Internet privacy protection is the legal evaluation of (meta)search-
engine results. This issue may be very specific, but it clarifies how the protection of
privacy and the general right of personality are also influenced by technical
feasibilities.

Tn 2004, a German television presenter sued a meta-search engine for injunctive
relief (‘Unterlassungsklage’, i.e., filinga complaint for having neglected to do some-
thing). When entering the name of the presenter together with ‘nude’ as search
terms, the search engine produced several entries giving the impression that corre-
sponding pictures were available on the Internet. The county court sustained the
claim: since the entries violated the general right of personality, the operator of the
search engine should adapt the system so as to avoid future encroachments by, for
example, using adequate filter software.*” In this instarce, not only the hyperlink
but also the ‘snippet’ — the text in the results lists of an Internet search — was consid-
ered a violation.*® .

However, in the appeal procedure in 2006, the upper court had a closer look at
the characteristics of a meta-search engine, which only reproduces the search re-
sults of other engines. It considered that it would not be reasonable to expect the

33 Gee BVerfG 5 June 1973, 4fP 1973 p. 423; BVerlG 8 July 1997, NJW 1997 p. 2669; BVerfG 25
August 2000, ZUM 2001 p. 232.
 See again BVerfG 5 June 1973, AfP 1973 p. 423 — Lebach-Urteil.
35 See Fechner and Popp 2006, p. 213.
36 Gersdorf 2005, p. 221; however, see also Stimer 2003, p. 213.
Y7 See LG Berlin 7 March 2005, K&R 2005 p. 334 at p. 335 et 5oq.
38 Affirmative in this respect, Koster and Jiirgens 2006.
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search engine operator to check each search result for possible encroachments of
the general right of personality of individuals.*® In fact, the operator would only be
liable, if be notices violating entries and neglects his duty to remove them. Ii this
particular case, such a breach of duty was not detected.

At first, this legal practice seemns to restrict the protection of the general right of
personality. In fact, it is not a restriction of the basic right itself, but of the number
of persons who can be held responsible for violations of this right. This case law

recognised that not every member in a chain that leads to a violation has the same
technical abilities to prevent further violations.

Personal information and pictures in computer games

The plot of computer games is not always entirely fictional; some of them use as
models events and persons from real life, for instance, in sport simulations. The use
of the name or prominent physical features of real-life persons can violate their
general personality right. It is doubtful whether in such a case, the evaluation is the
same as in cases conceming fiims or books. Unlike publishing companies and film
studios, the computer games indusiry canaot rely on the constitutional rights in
Article 5 paragraph 1 GG It is even more difficult to say whether computer games
are protected by the freedom of art (Art. 5 para. 3 GG). In the first decision of a
county court on this issue, LG Hamburg argued that because of its creative ele-
ments, a computer game could be partly protected under Article S paragraph 3 GG*'
However, the higher court in this case decided that the consent of the person at
issue — in this case, the German National Soccer Team’s goalkeeper — is needed to
use his name, even if the game is considered as art.*? Designing a virtual character
who imitates a prominent sportsman is not driven by artistic intentions, but by the
exploitation of the celebrity of the portrayed person. Therefore, the only basic rights
that could justify an encroachment of the general right of personality are the free-

dom of occupation (Art. 12 para. 1 GG) and the guarantee of property (Art. 14 para,
1GG).»

Current developments concerning data protection
The right of informational self-determination protects the individual against un-

bounded inquiry, storage, utilisation, and transmission of his personal data.* As in
other legal systems, in Germany, data protection is also provided and implemented

3 See XG 20 March 2006, MMR 2006 p. 393 at p. 394; see also Stenzel 2006.

% See Zagouras and Korber 2006, pp. 680, 681; however, see also Lober and Weber 2003, holding
a different view.

4! See LG Hamburg 25 April 2003, ZUM 2003, 689 - Oliver Kahn/Electronic Arts.

42 Cf,, Ernst 2004, p. 227.

42 See OLG Hamburg 13 January 2004, ZLUM 2004 p. 309 at p. 310,

“ See BVerfG 15 December 1983, BVerfGE 63, 1, 42; BVerfG 17 July 1984, B¥erfGE 67, 100,
143; BVerfG 9 March 1988, BVerfGE 78, 77, 84; BVerfG 14 December 2000, BYerfGE 103, 21, 33.
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by:a number of non-constitutional laws. Mostly, the Federal Data Protection Act
{Bundesdatenschutzgesetz, BDSG] applies, which regulates the general data re-
sponsibilities of the federal authorities and private individuals. Special rules con-
cemning new technologies can be found in, for instance, the Telecommunications
Act {Telekommunikationsgesetz, TKG], the Telecommunications Interceptions Or-
dinance [Telekommunikationsiiberwachungsverordnung, TKUV], and the Teleser-
vices Data Protection Act [ Teledienstedatenschutzgesetz, TDDSG]. One of the most
important changes in legislation was the implementation in 2004 of Articles 91-107
TKG, which contain rules about data transfer and reporting requirements of tele-
communication providers.*

- In principle, the basic right of informational self-determination is of significance
forthe interpretation of all of these laws. We go mtotwowsmsconcermngnew

 technology to show the constitutional data protection in detail. During a Data Pro-

tection Symposium in Cologne in 2005, the Federal Data Protection Commissioner
gave an overview of more cases under discussion in Germany, such as an automatic
emergency call system for motor vehicles, an electronic health card, and the collec-
tion of data for motorway toll levying.*® These examples, along with the subjects
addressed below, illustrate that due to the quantity of data-protection provisions in
Germany, most implementations of new information technologies are discussed in
the context of data protection. Therefore, surveying the discussions regarding data
protection provides indications which technologies may also have an impact on
other constitutional rights.

RFID

The right of informational self-determination includes the right of each individual
to withhold the publication of personal facts.*” Accordingly, the use of RFID tech-
nology, for example in passports, membership cards, or merchandise, could en-
croach upon this right. This is why public authorities need an Act of Parliament as
a basis to authorise the use and analysis of RFID data. Such an Act would limit
RFID’s vast technical opportunities, in order to ensure constitutional proportional-
ity.*® At any rate, it is unconstitutional to generate a complete personality profile.*

In the business-customer relation, the consumer-goods industry does not require
a basis of authorisation to use RFID in products. This means that, in contrast to
public authorities, companies do not need a law that expressly empowers them to
use RFID. However, the use of this technology by companies is limited by the

45 Before 2004 those duties were part of the Telecommunications Data Protection Ordinance.
% See Schaar 2006.
47 See BVerfG 15 December 1983, 08 NJW (1984) p. 419,
45 See Eisenberg, et al. 2005, pp. 9-10.
4 See BVerfG 3 March 2004, 14 NJW (2004) p. 999 at p. 1004 and BVerfG 15 December 1983,
BYerfGE 65, 1, 53.
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Federal Data Protection Act. Up to now, it seems that this law covers all possible
applications of RFID.*

Digital counterterrorism data base

In September 2006, the federal states of Germany agreed on a draft law for imple-
menting a counterterrorism data base, which had been under discussion since 2001
and which is seen as another immediate resuit of the September 11 attacks. This
data base would contain information on terrorism suspects’ religion and their travel
abroad. Under certain circumstances, these data would be available to the police
and the intelligence services, as well as to the Customs Criminological Office. In
spite of this having been discussed for almost five years, the measure is still very
controversial — most notably concerning the constitutional right of informational
self-determination. Several opposition parties consider the draft unconstitutional,”
Meanwhile, the Federal Government has voted on the draft law.’? The current draft
bill seems to be a combination of two models: on the one hand, inserting full texts
in the data base, and, on the other, inserting only an index in the data base. Each
version is supported by one of the two parliamentary parties in the present majority
coalition.”’ This combination of models is both a political compromise and an at-
tempt to ensure that the planned measures are proportional under constitutional
law. Further developments are yet to be observed. However, regarding the relation
of the right of informational self-determination to security and the proportionality
of preventative measures, we refer to a decision of the Federal Constitutional Court
of July 2005.** In this verdict, the Court set out patterns to determine when mea-
sures of prevention and preparatory prosecution measures {*VorfeldmaBnahmen’]
are proportional. According to these, an important criterion is the precise and well-
defined wording of the law that authorises such measures. The more important a

fundamental right is that the measures infringe upon, the more precise the laws
have to be.

5.3.2 Inviolability of the home
According to Article 13 paragraph 1 GG, the home is inviolable. The intention of

this basic law is to secure a spatial sphere in which the individual can develop his
private life.> This description of its aim shows the affinity of this basic right to

30 See Holznagel and Bonnekoh 2006.
5! See <http://www.linksfraktion.de/pressemitteilung.php?artikel=1226929235 and hup://fdp-

fraktion.de/webcom/show_article.php/_c-334/_nr-486/_p-1/i htei>,

52 See <http://www.bmi.bund.de/Internet/Content/Nachrichten/Pressemitteilungen/2006/09/
Antitervordatei.html>, ‘

3 See <http//www.heise.de/newsticker/meldung/print/77693>.

34 BVerfG 27 July 2005, DVBI(2005) pp. 1192 et seq. — Telekommunikationsgesetz Niedersachsen.
35See BVerf(G 26 May 1993, BFerfGE 89, 1, 12.
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privacy; as such, Article 13 GG is a lex specialis in relation to the general right of
personality. .

Yet the extent of protection does not only cover houses, flats (including base-
ment and attic), hotel rooms, and sleeper cabins, but also workrooms, service rooms,
and offices.’® Article 13 paragraphs 2-7 GG contains explicit rules when an en-
croachment on the right is justified; paragraph 2, for instance, stipulates that searches
may be authorised only by a judge or, when speed is essential, by other authorities
designated by law, and that they are carried out only in the manner therein pre-
scribed.

Therefore, this basic right is said to be the most detailed in the German Constitu-
tion. Because of this, ICT measures encroaching on the rights granted by Article 13
paragraph 1 GG have to fulfill the requirements of the codified exceptions exactly.
This may pose problems when new technologies emerge that provide new modes of
observation, for example, electronic eavesdropping.

Electronic eavesdropping

The introduction of competences for the prosecution authorities to use wiretaps,
bugs, and similar equipment in the domicile of suspects was similar to the cases
concerning the general right of personality. The measures should be used for fight-
ing organised crime. In 1998, the German Parliament had already changed Article
13 GG to pave the way for adopting these competences in the Code of Criminal
Procedure. The change was necessary because the limits to the fundamental right of
Article 13 paragraph 1, as stated in paragraphs 1 to 7, are very strict and exact. As
efectronic eavesdropping did not match one of the existing limits, new paragraphs
covering the measures had to be set up in Article 13. In 2004, the Federal Constitu-
tional Court decided that implementing acoustic domicile surveillance in the Code
of Criminal Procedure, in its form at that time violated the general right of person-
ality because the surveillance did not exclude an inner circle, which is the “core of
the relevant constitutional right’ {Kernbereich]. The inviolability of human dignity
in Article 1 paragraph 1 GG demands the absolute protection of the inner circle
within which private life is arranged.” This decision can be seen as modifying the
hitherto existing system of different levels of protection of the general right of per-
sonality:*® not only the intimate sphere, but also a certain part of the private sphere
is inviolable.” This means that a clause enabling authorities to use new technolo-
gies to observe citizens — like the one in the StPO that implemented electronic
eavesdropping — is only in agreement with the German Constitution if it does not

%6 See Jarass, in Jarass and Pieroth 2004, Art. 1392.

57 See BVerfG 3 March 2004, 14 NJW (2004) p. 999 at pp. 1003 et seq.

38 See above n. 6. ’

% For the further development of the dogmatics of the fundamental right to privacy by this deci-
sion, see also Gusy 2004, .
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touch upon the inner circle of privacy. Those clauses must contain regulations to
immediately stop recording if the observed individual begins a private activity, such
as a personal conversation with a family member, a soliloquy, or sexual intercourse.
Furthermore, there must be regulations to ensure that if such data are recorded, they
may not on any account be used and have to be deleted.®® Critics of this prominent
decision by the Federal Constitutional Court have noted that a clause that meets
these demands cannot be practically implemented in criminal procedure.

Meanwhile, the clause concerned has been changed. Following the new Article

100c paragraph 4 StPO,"! electronic eavesdropping may only be implemented if
there are specific indications regarding the premises to be observed as well as the
relationship between the petsons to be observed, and any utterances made within
the person’s most private sphere will not be subject to surveillance. Conversations
within offices or other places of work will generally not be seen as part of a person’s
most private sphere. This is also valid for any conversations regarding criminal
offences or any utterances by which criminal offences may be committed.

This new legislation has, again, met with some criticism. Some hold that even in
its new version, the law violates constitutional rights.*? In August 2005, the Federal
Court of Justice [Bundesgerichtshof, BGH] decided on the first case affected by the
new clause.”® A soliloquy of a patient in his sickroom was considered part of the
totally protected inner circle of the basic rights of the inviolability of the home in
connection with the generai right of personality.®* As a result, the recorded data
could not be used as evidence in a criminal proceeding. %

The proceedings about the introduction of electronic eavesdropping discussed
above also raised questions about the actual subject of the * inviolability of the home’
in a modern information society. This question seems all the more important as
stone walls are no longer an obstacle to new observation technologies. By referring
to human dignity and the general right of personality, the Federal Constitutional
Court indicates that the “inviolability of the home’ does not aim to protect liberty or
property, but privacy.

5.3.3 Inviolability of the body

Atticle 2 paragraph 2 GG underlines the importance of this fundamental right. It
reads:

‘[e]very person shall have the right to life and to physical integrity. The freedom of the
person is inviolable. These rights may be interfered with only pursuant to a law.’

 See BVerftG 3 March 2004, 14 NJW (2004) p. 999 at p. 1005 et seq.

8! As amended on 24 June 2005,

2 See Leutheusser-Schnarrenberger 2005,

5 Based on the prior version of Art. 100c para. 4 StPO, but considering the decision of the Federal
. Constitutional Court.

 See BGH, 45 NJW (2005) P- 3295 at p. 3296 et seq.

5 1d., p. 3295 at p, 3298 et seq,
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In the following, we will concentrate on the developments of the right to life and
the right to physical integrity.

. ~Article 2 paragraph 2 GG has not been as closely examined in relation to the
influence of ICT as other articles of the Constitution. We will therefore review a
typical ICT issue, using new technology for searching the body, but we will also
give some attention to biotechnology. Biomedical sciences are becorning increas-
ingly important in this context; for instance, deciphering the human genome would
not have been possible without the accelerated progress of ICT. This is why we will
also consider the main discussions concerning biotechnology with respect to Ar-
ticle 2 paragraph 2 GG

New technology for searching the body

There has not been an extensive discimssion in Germany whether measures like face
recognition or terahertz cameras violate the right to physical integrity. The main
focus of the discussion on these measures is their compatibility with the general
right of personality and the right of informational self-determination.
~ Nevertheless, the basic principles of the right to physical integrity can, of course,
be applied to such technologies. Physical integrity in terms of Article 2 paragraph 2
‘GG is the absence of pain, of infertility, and of deformation as well as of physical
injuries.% Measures neutral to health, like taking a blood sample, as well as mea-
sures related to medical treatment, such as medical X-ray scans, are considered
encroachments of the right to physical integrity.” Whether or not such an encroach-
ment is justified depends again on an evaluation of rights and the proportionality in
* the concrete case.

A similar evaluation is required to determine the legitimacy of new identifica-
tion measures with regard to the basic right to physical integrity. Again, there has
not been a great deal of discussion in Germany so far, but this may change. After
the successful implementation in November 2005 of electronic passports (¢Pass)
with a chip containing a digital photograph, as of March 2007, these chips will also
include digital fingerprints.® Moreover, the Federal Government has plans to in-
troduce an electronic card for foreigners [Elektronische Auslinderkarte], which
will contain similar data and biometric signatures as the €Pass, and which will act

_ as a digital residence permit.®

% See BVerfG 17 Janvary 1957, BVerfGE 6, 55; BVerfG 10 February 1960, B¥erfGE 10, 322.

6-"See[-loﬁi'l:umn,lnSt:l:nmdt-B]ell.'mmu,eta.l 2004, Art. 2 1 62.

5 See the announcement by the Federal Ministry of the Interior on *<hitp:/fwww.bmi.bund.de/
cin_028/nn_122688/Internet/Content Themen/Informationsgeseltschafi/DatenundFakten/
Biometric.html>.

® This was recently announced by State Secretary August Hanning on 29 September 2006; see
<http://www.heise.de/newsticker/meldung/78841/>.
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Biomedical sciences and biotechnology

The latest developments in biomedical sciences, like the decoding of the human
genome or pre-implementation diagnostics, do not only affect the guarantee of hu-
man dignity in Article 1 paragraph 1 GG, but also the right to life and the right to
physical integrity.” According to the prevailing opinion, the constitutional protec-
tion of life covers unborn life — starting with the nidation of the embryo.”’ Nidation
is the implantation or ‘nesting’ of the early embryo in the uterus. With regard to the
use of biotechnology, an important question is whether prenatal life is considered to
be protected at the same level as postnatal life. Some constitutional lawyers argue
that the full amount of protection is given only after birth, and they plead for protec-
tion to be divided into levels, in which the intensity of protection should rise pro-
gressively with the growth of the embryo.” Others argue that the Parliamentary
Council that drafted the German Constitution did not take progressive extersion of
protection into consideration,™ ‘

Reproductive medication and pre-implementation diagnostics have given rise to
special problems. To what extent do those technologies conform to Article 2 para-
graph 2 GG? One part of the German Jurisprudence wants to apply the same graded
levels of protection used in the legal provisions regarding abortion.™ However, the
prevailing opinion probably distinguishes between in vivo and in vitro fertilisation:
the protection of life in vifro would be even stronger, because in default of a physi-
cal connection to the womb, the constitutional right of self-determination of the
mother cannot be regarded in the evaluation of rights.

Both pre-implementation diagnostics and reproductive medicine are prohibited,
with criminal sanctions, by the Embryo Protection Act [Embryonenschutzgesetz].™
This high standard of protection can be regarded as a result of the impact of Article
1 paragraph 1 GG (human dignity), which also protects the embryo. Also, repro-
ductive cloning is considered strictly unconstitutional, ™

54 COMMUNICATION-RELATED RIGHTS
54.1 Secrecy of communications

The secrecy of communication has a constitutional source in Article 10 paragraph 1
GG, which reads:

7 See Hoffimann, in Schmidt-Bleibtreu, et al. 2004, Art. 2 f61.

7! See BVerfG 28 May 1993, NJW (1993) p- 1751 at p. 1753; see also D. Larenz, in Isensee 2004,
Bd.6, § 128112, '

7 See Dreier 2002, p. 377.
73 See Roth-Stielow 2002, p. 530.

::SeeArt. 218 et seq. German Criminal Code [Strafgesetzbuch). See also Spranger 2003, p. 71,

Embryonenschutzgesetz, last amended by Art. 22 of the Law of 23 October 2001,
™ See Frommel 2002, p. 530. :
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‘[tlhe privacy of correspondence, posts and telecominunications shall be inviolable.”

According to paragraph 2, restrictions may be made only pursuant to law. If the
restriction serves to protect the free democratic basic order [*freiheitliche
demokratische Grundordnung’] or the existence or the security of the Federation or
of a Federal State, the law may provide that the person affected shall not be in-
formed of the restriction and that recourse to the courts shall be replaced by a re-
view of the case by agencies and auxiliary agencies appointed by the legislature.
Though the wording may suggest that this article contains several basic rights, the
courts and legal scholars agree that Article 10 paragraph 1 GG covers one collec-
tive basic right. It is the right to confidentiality of individual communications, which
— due to spatial distance — is dependent on a third party for transmission.”” Thus,
Article 10 paragraph 1 GG also protects the right of privacy, but it is a lex specialis
in relation to the general right of pcrspmhty

In terms of Article 10 paragraph 1 GG, telecommunication is defined as any indi-
vidual non-material transmission of information.™ Only acts of individual commu-
nication are covered, not acts of mass communication like television or radio, The
fundamental right in Article 10 paragraph 1 GG is not linked to a specific commu-
nication technology. Each electromagnetic and other immaterial fonms of transmis-
sion are covered by the extent of protection, no matter if they are analogue or digital.™
The scope of this constitutional right is dynamic, and so, new media are automati-
cally included.®

This is unproblematic and without controversy as long as the new technology is
a medium of individual communications, such as e-mail. The question whether a
technology like the Internet at large, which is used for individual as well as for mass
communications, is protected by Article 10 paragraph 1 GG has been discussed in
greater detail. This discussion refers to the cumulative integration of networks and
media services described as convergence, which may gradually implicate a merg-
ing of individual and mass communications.

Some argue that the extent of protection covers each medium as far as the tech-
nical method of transmission enables individual communications, no matter if the
medium is also used for mass communications. Otherwise, one would have to dif-
ferentiate according to the content of communication, and this would contradict the
main intent of Article 10 GG because one could only decide whether an act of
communication is protected by this basic right affer the content has been revealed
and thus the right at issue has already been encroached.®' In this view, the Internet
as a whole would be protected by Article 10 paragraph 1 GG.

77 See BVerfG 9 October 2002, 14 BVerfGE 106, p. 28 et soq. at p. 36.
7% See Jarass, in Jarass and Pieroth 2004, Art. 10 1'5.

™ BVerfGE 106, 28, 36; see also C. Gusy, in Von Mangoldt, et al. 2005, Art. 107 40.
%0 See Lower, in Von Mfinch and Kunig 2000, Art. 109 18.

81 See Hermes, in Dreier and Bauer 2004, Art. 10 1 35.




152 CHAPTER FIVE

Others claim that such an extension of the extent of protection is only
when — due to digitisation — it is no longer possible to technically differentiate
between individual and mass communications. However, such a differentiation is
still feasible if the diverse media services are based on different transmission chan-
nels,” like broadband. In that case, protection under Article 10 paragraph 1 GG
would cover only certain services of individual communication that use the Internet
for transmission — like e-mail or VoIP — but not the Internet as such,

protected.* This holds for any new communication technology. For new technolo-
gies, however, specific problems may arise in determining when a communication
starts and when it ends. This can be illustrated best with the legal practice concern-
ing mobile phones, which we discuss below.

There is also a discussion in the literature whether and to what extent there is a
more gencral right to anonymity.** However, the constitutional source discussed
for such a right is not Article 10 GG or any other communication-related right, but
the right of informational self- ination (Art. 2 para. 1 in conjunction with Art.
1 para. 1 GG). Therefore, the ‘right to anonymity’ — this term is hardly ever used —
is seen as a specific part of data protection.

Requesting information from mobile radio providers

In 2000, an Administrative Court had to decide whether the request for data con-
cerning an owner of a mobile phone was an encroachment of Article 10 paragraph
1 GG The police authorities wanted to locate the owner’s position using this infor-
mation because they had lost his position and he was suicidal. The responsible
authorities asked the missing person’s telecommunications provider to pinpoint his
location using the stand-by mode of this individual’s mobile phone. To determine
whether such a request requires an Act of Parliament as a legal basis, it had to be
clarified when exactly the protection of Article 10 paragraph 1 GG begins. The
court stated that the identification of the radio cell where the mobile phone is lo-
cated is the result of an act of communication that has already started.® As a reason
for expansion in time of the extent of protection, the court argued that the owner of

a mobile phone is prepared for receiving certain messages or for phone calls in

general. Ifhe had to keep in mind that even the preparation for acommunication act

v, See Lower, in Von Miinch and Kunig 2000, Art. 109 18

&3 See Hoffmann, in Schmidt-Bleibtreu, <t al. 2004, Art, 10 19.
“SeeH.Jamss,inJmssmdPiaom2004,Art 1099.

5 See Baumler 2003, p. 160, as well as Klewitz-Hommelsen 2003, p. 159.
% See VG Darmstadt, NJW 2001, 2273, 2274.
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~4:e., taking his mobile phone in stand-by mode with him — could be used to locate
his position, the freedom of communication would be diminished. In principle, this
opinion was shared by some other courts and even the Federal Court of Justice.”’
-However, in August 2006, the Federal Constitutional Court decided that posi-

tioning a mobile phone via an IMSI catcher (a pseudo-network cell used to inter-
cept identifying numbers of mobile phones in the vicinity) is not an encroachment
of Article-10 paragraph 1 GG® When using an IMSI catcher to locate the current
radio cell of 2 mobile phone, only machines are communicating, and no exchange
of information is made by humans, nor references to the content of communica-
tions are made. The mere fact of the technical function of a device as a communica-
tion medium and the emission of the device in its stand-by mode would not be
considered as acts of communication in themselves, but only as the pre-condition
of an act of communication. Moreowver, it is true that the use of an IMSI catcher is
an encroachment on the personal freedoms of Article 2 paragraph 1 GG but whether
such a measure is an unjustified infringement is mainly a question of proportional-
ity. This depends on the individual case. '

Another case, illustrating where the protection of Article 10 paragraph 1 GG
ends, was also decided in 2006 by the Federal Constitutional Court. Public-pros-
ecution authorities had confiscated an individual’s mobile phone from their flat in
order to view the SMS messages on that phone. According to this individual, this
violated the right to secrecy of communication, among other fundamental rights.
However, the court stated that when the transmission of data to the mobile phone
has ended, this transmission is no longer protected by Article 10 paragraph 1 GG
but by the right of informational self-determination, and possibly by the inviolabil-
ity of the home.* The main argument of the court was that when the process of data
transmission has been completed, the data that are saved on the end device are no
longer threatened by the same specific risks typical for using telecommunications.

In conclusion, the actual object of protection of Asticle 10 paragraph 1 GG can
be identified as the channel that is used for individual communication.

54.2 Freedom of expression

Ahlong other communication-related constitutional rights, the freedom of expres-
sion is guaranteed by Article 5 GG Article 5 paragraph 1 reads:

‘[e]very person shail have the right freely to express and disseminate their opinions in
speech, writing, and pictures and to gather information themselves without hindrance
from freely accessible sources. Freedom of the press and freedom of reporting by
means of broadcasts and films shal! be guaranteed. There shall be no censorship.’

7 See BGH, NJW 2003, 2034, 2035, and BGH, NJW 2001, 1587.

88 See BVerfG 22 August 2006, available at <htip://www.bverfg.de/entscheidungen/
rk20060822_2bvr1 34503.html>. :
¥ See BVerfG, NJW 2006, 976, 979.
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According to paragraph 2, these rights are limited by the provisions of general
laws, provisions for the protection of young persons, and by the right to personal
honour. The freedom of expression is considered one of the most important funda-
mental rights;* it is said to be constitutive for a liberal democratic community.”'
A recently discussed issue is the impact of Article 5 GG on the civil and criminal
liability for hyperlinks. In April 2006, OLG Stuttgart had to decide whether Alvar
Freude, a self-appointed multimedia artist, had committed a crime according to
Article 86 of the German Criminal Code [Strafgesetzbuch], by distributing propa-
ganda of unconstitutional organisations. The artist’s web site contained several links
to pages of right-wing extremists displaying national-socialist symbols and texts,
His own web page also showed a documentary about freedom of speech, some
statements against racism, and an appeal for an objective discussion with right-
wing extremism. It was undisputed that the content of the extremist pages was
liable to prosecution. However, Alvar Freude referred to the freedom of speech and
the constitutional right to freedom of art. The court Jjudged that Alvar Freude had
used the content of the linked web sites with the purpose to facilitate forming an
opinion.”? In this case, the hyperlinks were therefore protected by the freedom of
expression, and the court acquitted the artist, This judgment shows how the consti-

tutional right to freedom of speech has adapted to the different ways of expressing
an opinion on new media like the In

54.3 Freedom of assembly

Article 8 paragraph 1 GG states that all Germans shall have the right to assembie
peacefully and unarmed without prior notification or permission. This basic right
contributes to”the development of citizens’ personality as well as to political deci-
sion- .

Recently, the question has been raised whether on-line demonstrations are pro-
tected by Article 8 paragraph 1 or by any other basic right. The term “on-line dem-
onstration’ (also known as *virtual sit-ins’) describes the co-ordinated, simultaneous
requcstofdataﬁ'omacertainwebsitebyalargenumberoflntemetusem, with the
intent to shut down the server of that site. Unlike DDoS attacks (distributed denial-

- of-setvices attacks), the initiators of an on-line demonstration do not use other
people’s computers without their consent, but they start a public appeal to other
Internet users to join the ‘demonstration’. In 20053, a local court stated that such an
on-line demonstration is not protected by the freedom of assembly.** Although the
relevant on-line activity was declared to the City Department of Public Order, the -

 See B VerfGE 62, 230, 247.
91 See BFerfGE 82, 272, 281,
%2 See OLG Stuttgart, MMR 2006, 387, 390,
% See BVerfGE 69, 315, 344.

™ AG Frankfurt 22 July 2005, unpublished.
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gathering of electronic signals caused by several humans to one server was not
considered comparabie to a real gathering of several people in one physical place.
The judgment was annulled by the appellate court, but for other reasons than the
applicability of Article 8 paragraph 1 GG The question whether or not such on-
line demonstrations are protected by the freedom of assembly or the freedom of
expression therefore remains unanswered.*

5.5 CoNCLUSION

As we have shown, the wording of most privacy and communication-related basic
rights of the German Constitution can be interpreted broadly. This facilitates an
interpretation of the basic rights in order to incorporate new information and com-
munication technologies. In particular, Article 2 paragraph 1 GG offers a flexible
instrument to protect the individual from'the application of new technologies by the
state. As 2 resuit, there has been no need for major changes of the constitution with
regard to the impact of new technologies on fundamental rights protected by Article
2 paragraph 1 GG - such as liberty, the general right of personality, and the right of
informational self-determination. The open wording of this article enables the courts
to embrace new technologies, an option which is repeatedly exercised by the Fed-
eral Constitutional Court. Less flexible than the comprehensive element of Article
2 paragraph 1 GG are the special basic rights of Article 5 paragraphs 1 and 3 (in-
cluding the freedom of expression and the freedom of art), Article 13 paragraph 1
{inviolability of the home}, and Article 10 paragraph 1 GG (secrecy of communica-
tion). A reason for this relative rigidity is that these rights provide a higher level of
protection. In fact, the extent of protection of Article 13 paragraph 1 GG — due to its
closely-formulated restrictions in paragraphs 2 to 7 — is high and is still interpreted
broadly. However, Article 10 paragraph 1 GG will probably only protect direct acts
of communication. Therefore, Article 2 paragraph 1 GG and the general right of
personality have an important back-up function.

This system of special basic rights [‘spezielle Freiheitsrechte’] and a catch-all
basic right [*allgemeines Freiheitsrecht’] enables a comprehensive and at the same
time flexible approach to new information and communication technologies. Thus,
there is no need for adapting the basic rights themselves. Any changes to the funda-
mental rights might even restrict their application regarding the further develop-
ment of ICT, because they might be limited to current technology.

However, this does not imply that no action has to be taken by the legislator. The
Federal Constitutional Court has declared that due to the fast process of technical
development, the German legislator needs to be very attentive and must pass new
{non-constitutional) laws swiftly when needed, in order to maintain a high standard

% OLG Frankfurt, MMR 2006, 547,
%See also Welp 2006.
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of fundamental-rights protection,
important to keep a close watch
appropriate legal measures.

*7 We fully agree with the court’s statement. It is
on developments in ICT and to react promptly with
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